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THE UGLY FACE OF A CRIME-FIGHTING MOVE 
The implementation of the National Automated Facial Recognition System in India  

lacks adequate safeguards 
In the monsoon session of Parliament, no meaningful debate could take place due to the controversy over 

Pegasus, the spyware. Some Indian journalists, civil society activists and political leaders, and a top election 

strategist were possibly under surveillance. There has been no categorical denial by the Government and that the 

Israeli software was not purchased. But above this, there is a much bigger issue of the privacy of the entire 

citizenry which has not received much public attention. On June 23, 2021, the Joint Committee examining the 

Personal Data Protection Bill (2019) was granted a fifth extension by Parliament. While informational privacy is not 

the Government’s priority, it has been simultaneously exploring the potential of facial recognition technology. 

 

A prying technology 

To empower the Indian police with information technology, India approved implementation of the 

National Automated Facial Recognition System (NAFRS) to “facilitate investigation of crime and detection of 

criminals” in a quick and timely manner. On its implementation, it will function as a national-level search platform 

that will use facial recognition technology: to facilitate investigation of crime or for identifying a person of interest 

(e.g., a criminal) regardless of face mask, makeup, plastic surgery, beard or hair extension. 

The technology is absolutely intrusive: computer algorithms map unique facial-landmarks (biometric data) 

such as shape of the cheekbones, contours of the lips, distance from forehead to chin, and convert these into a 

numerical code — termed a faceprint. Thus, for the purposes of ‘verification’ or ‘identification’, the system 

compares the faceprint generated with a large existing database of faceprints (typically available to law 

enforcement agencies) through a database on driver’s licence or police mugshots). But the real problem is that 

facial recognition does not return a definitive result — it ‘identifies’ or ‘verifies’ only in probabilities (e.g., a 70% 

likelihood that the person shown on an image is the same person on a watch list). Though the accuracy of facial 

recognition has improved over the years due to modern machine-learning algorithms, the risk of error and bias still 

exists. For instance, there is a possibility of producing ‘false positives’ — a situation where the algorithm finds an 

incorrect match, even when there is none — resulting in wrongful arrest. Moreover, much research suggests facial 

recognition software is based on pre-trained models. Therefore, if certain types of faces (such as female, children, 

ethnic minorities) are under-represented in training datasets, then this bias will negatively impact its performance. 

As NAFRS will collect, process, and store sensitive private information: facial biometrics for long periods; if 

not permanently — it will impact the right to privacy. Accordingly, it is crucial to examine whether its 

implementation is arbitrary and thus unconstitutional, i.e., is it ‘legitimate’, ‘proportionate to its need’ and ‘least 

restrictive’? What is its potential for abuse and misuse with the pending-status of the Personal Data Protection Bill 

(PDPB), and the absence of clear guidelines for its deployment? How does it impact other fundamental rights such 

as the right to dissent? Should NAFRS be banned or simply regulated? 

The Federal Bureau of Investigation in the United States uses facial recognition technology for potential 

investigative leads; police forces in England use facial recognition to tackle serious violence. In other cases, 

countries such as China use facial recognition for racial profiling and mass surveillance — to track Uighur Muslims. 

Policing and law and order being State subjects, some Indian States have started the use of new technologies 

without fully appreciating the dangers involved. 

 

Test of ‘proportionality’ 
Facial recognition being an intrusive technology has an impact on the right to privacy. The Constitution of 

India does not explicitly mention the right to privacy. However, a nine-judge Bench of the Supreme Court, in 

Justice K.S. Puttaswamy vs Union of India (2017) recognised it as a precious fundamental right. Since no 

fundamental right can be absolute and thus even in respect of privacy, the state may impose reasonable 

restrictions on the grounds of national integrity, security of the state, public order, etc. 

The Supreme Court, in the K.S. Puttaswamy judgment provided a three-fold requirement (which was 

reiterated in Anuradha Bhasin while examining denial of the ‘right to Internet’ to the people of Kashmir) to 

safeguard against any arbitrary state action. Accordingly, any encroachment on the right to privacy requires the 

existence of ‘law’ (to satisfy legality of action); there must exist a ‘need’, in terms of a ‘legitimate state interest’; 
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and, the measure adopted must be ‘proportionate’ (there should be a rational nexus between the means adopted 

and the objective pursued) and it should be ‘least intrusive.’ Unfortunately, NAFRS fails each one of these tests. 

First, NAFRS lacks ‘legitimacy’. It does not stem from any statutory enactment (such as the DNA 

Technology (Use and Application) Regulation Bill 2018 proposed to identify offenders or an executive order of the 

Central Government. Rather, it was merely approved by the Cabinet Committee on Economic Affairs in 2009 

during United Progressive Alliance rule. Second, and more importantly, even if we assume that there exists a need 

for NAFRS to tackle modern day crimes, this measure is grossly disproportionate. This is because to satisfy the test 

of ‘proportionality’, benefits for the deployment of this technology have to be sufficiently great, and must 

outweigh the harm. For NAFRS to achieve the objective of ‘crime prevention’ or ‘identification’ will require the 

system to track people on a mass scale — avoiding a CCTV in a public place is fiendishly difficult — resulting in 

everyone becoming a subject of surveillance: a disproportionate measure. In the absence of a strong data 

protection law or clear guidelines on where this technology can be used or who can be put on a watch list? And, 

how long the system will retain sensitive personal data of those the surveilled people, NAFRS will indeed do more 

harm than good. 

 

Impact on rights 

From a technical angle, facial recognition technology can be tasked to ‘identify’, among other uses, cases. 

In doing so, one faceprint is compared to many other faceprints stored in a database (known as 1:N matching). In 

some cases, it is known that the person to be identified exists in the database, whereas, in other scenarios, it is not 

(for e.g., when persons are checked against watch lists). This is where its deployment becomes hugely worrisome. 

With the element of error and bias, facial recognition can result in profiling of some overrepresented groups (such 

as Dalits and minorities) in the criminal justice system. 

Further, as anonymity is key to functioning of a liberal democracy, unregulated use of facial recognition 

technology will dis-incentivise independent journalism or the right to assemble peaceably without arms, or any 

other form of civic society activism. Due to its adverse impact on civil liberties, some countries have been cautious 

with the use of facial recognition technology. The Court of Appeal in the United Kingdom ruled the use of facial 

recognition technology by South Wales as unlawful in the absence of clear guidelines. In the United States, the 

Facial Recognition and Biometric Technology Moratorium Act of 2020 was introduced in the Senate to prohibit 

biometric surveillance without statutory authorisation. Similarly, privacy watchdogs in the European Union have 

called for a ban on facial recognition. 

 

Unchecked pathway 

At present, the Information Technology Act 2000, and the Rules framed thereunder offer broad powers to 

the Central government to infringe privacy in the name of the sovereignty, integrity or the security of the state. 

The Personal Data Protection Bill 2019 is not much different. It gives the central government unchecked power for 

the purposes of surveillance — it can exempt any agency of the Government from the application of the proposed 

law in the name of legitimate state interest. 

Without adequate safeguards such as penalties that are dissuasive and sufficiently deterrent, police personnel 

may routinely use facial recognition technology. In sum, even if facial recognition technology is needed to tackle 

modern-day criminality in India, without accountability and oversight, facial recognition technology has strong 

potential for misuse and abuse. In the interest of civil liberties and to save democracy from turning authoritarian, it 

is important to impose a moratorium on the use of facial recognition technology till we enact a strong and 

meaningful data protection law, in addition to statutory authorisation of NAFRS and guidelines for deployment. If 

the Government has the will, it can get any law passed with god speed just like the recently passed 20 Bills 

including the OBC Bill or three Farm Bills. 

 

 National Automated Facial Recognition System 

(NAFRS) (noun) – It would help in automatic 

identification and verification based on digital 

images, photos, digital sketches, video frames and 

video sources by comparison of selected facial 

features of the image from the existing crime and 

criminal databases. A Facial Recognition System is a 

great investigation enhancer for identification of: 

criminals, missing children/persons, unidentified 

dead bodies and unknown traced children/persons. 

It can provide Investigating Officers of the Civil 

Police with the required tools, technology, and 
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information. This would greatly facilitate the 

investigation of crime and detection of criminals 

and provide information for easier and faster 

analysis. 

 lack (verb) – be without, be deficient in, not have 

enough of. 

 pegasus (noun) – spyware, that can hack any iOS or 

Android device and steal a variety of data from the 

infected device, developed by the Israeli cyber-

arms firm, NSO Group. 

 spyware (noun) – a category of software which 

aims to steal personal or organizational 

information. 

 activist (noun) – a person who supports a political 

or societal change/cause. 

 strategist (noun) – someone skilled in planning 

action/policy (especially in politics/war). 

 categorical (adjective) – outright, complete, 

thorough, total, conclusive, out-and-out. 

 citizenry (noun) – all the people/citizens (of a 

place/country considered as a whole). 

 prying (adjective) – interfering, meddling, snoopy, 

inquisitive.   

 empower (verb) – enable, equip, give the power to. 

 facilitate (verb) – make possible, enable, assist, 

promote, encourage. 

 person of interest (noun) – it generally refers to 

someone law enforcement authorities would like to 

speak with or investigate further in connection with 

a crime.  

 intrusive (adjective) – intruding, interfering, 

unwanted, unwelcome; annoying, irritating, 

interrupting, disturbing. 

 algorithm (noun) – the list of instructions and rules 

that a computer needs to do to complete a task. 

 biometric (adjective) – relating to the metrics with 

human (physical & behavioural) characteristics used 

for identification and access control. 

 cheekbone (noun) – the two bones in your face just 

below your eyes. 

 contour (noun) – outline, shape, form. 

 mugshot (noun) – a photograph of a person’s face 

taken by the police. 

 likelihood (noun) – probability, chance, prospect, 

possibility. 

 watch list (noun) – a list of people kept under 

surveillance, especially because they are suspected 

of crime. 

 machine-learning algorithm (noun) – programs 

that can learn from data and improve from 

experience, without human intervention. 

 ethnic (adjective) – relating to a population 

subgroup (cultural, national, traditional/folk) with a 

common national or cultural tradition. 

 arbitrary (adjective) – whimsical, capricious, 

random, casual, unreasonable, irrational; 

imperious, domineering, high-handed. 

 unconstitutional (adjective) – undemocratic, 

autocratic, dictatorial, totalitarian. 

 proportionate (adjective) – relevant, appropriate, 

applicable; in accordance with, consistent with, 

commensurate. 

 restrictive (adjective) – restricting, constraining, 

confining, prohibitive. 

 abuse (noun) – wrongdoing, misconduct, misdeed, 

offence/crime. 

 deployment (noun) – implementation. 

 dissent (verb) – disagree with, fail to agree with, 

refuse to support, object to, dispute, challenge. 

 regulate (verb) – fix, set right, overhaul, fine-tune, 

make good. 

 racial profiling (noun) – the act of suspecting, 

targeting or discriminating against a person on the 

basis of their ethnicity or religion, rather than on 

individual suspicion.  

 proportionality (noun) – similarity, correlation.   

 explicitly (adverb) – clearly, unequivocally, 

understandably, without question/doubt. 

 bench (noun) – a court of law with a number of 

judges. 

 absolute (adjective) – unconditional, unlimited, 

unrestricted, unrestrained. 

 in respect of (phrase) – with respect to; concerning, 

regarding. 

 ground (noun) – reason, cause, basis, factor. 

 integrity (noun) – unity, cohesion, undividedness, 

togetherness, solidarity. 

 the state (noun) – the government, the 

administration, the regime, the authorities. 

 reiterate (verb) – repeat, say again, restate. 

 encroachment (noun) – intrusion into, trespass on, 

invasion of. 

 legality (noun) – lawfulness, legitimacy, validity. 

 in terms of (phrase) – with regard to, 

regarding/concerning, in connection with. 

 measure (noun) – action, step, procedure. 

 rational (adjective) – logical, well reasoned, 

sensible, reasonable. 

 nexus (noun) – connection, link. 

 means (noun) – way, method, mode. 

 pursue (verb) – engage in, conduct, take part in, 

take up (an activity). 
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 stem from (phrasal verb) – originate from, 

arise/come from, emanate from. 

 statutory (adjective) – legitimate; required by 

statute. 

 enactment (noun) – validation, approval, 

endorsement, ratification (of a legislation). 

 DNA Technology (Use and Application) Regulation 

Bill 2018 (noun) – It was introduced in Lok Sabha on 

August 9, 2018. The Bill regulates the use of DNA 

technology for the purpose of identification of 

persons in criminal and civil matters. 

 offender (noun) – criminal, wrongdoer/evil-doer, 

culprit. 

 executive (adjective) – relating to the executive 

branch of government. 

 executive order (noun) – an 

indisputable/unquestionable order issued by the 

government (or by the president). 

 grossly (adverb) – flagrantly, unacceptably; 

extremely, excessively. 

 disproportionate (adjective) – inordinate, 

excessive, uncalled for, unreasonable, unfair. 

 outweigh (verb) – be greater than; take priority 

over, prevail over; offset, cancel out. 

 fiendish (adjective) – complicatedly, intricately, 

perplexingly, challengingly. 

 data protection law (noun) – a law that governs 

data protection or privacy; Inspired by the GDPR, 

the Personal Data Protection (PDP) Bill was 

proposed in 2019 to bring about a comprehensive 

overhaul (thorough examination) to India’s current 

data protection regime (system), which is currently 

governed by the Information Technology Act, 2000 

and the rules thereunder. 

 do more harm than good (phrase) – worsen, 

compound, escalate, aggravate, exacerbate, make 

matters worse.  

 profile (verb) – describe. 

 over-represented (adjective) – forming a 

disproportionately large percentage; represented 

disproportionately. 

 anonymity (noun) – a condition of being unknown; 

a situation where the acting person’s name is 

unknown or not given. 

 unregulated (adjective) – unrestricted, unchecked, 

uncontrollable. 

 dis-incentivize (verb) – discourage, prevent, stop. 

 activism (noun) – involvement; 

campaigning/supporting (to cause political or social 

change). 

 Facial Recognition and Biometric Technology 

Moratorium Act of 2020 (USA) (noun) – This bill 

imposes limits on the use of biometric surveillance 

systems, such as facial recognition systems, by 

federal and state government entities. 

 Senate (noun) – the upper house or chamber in 

some bicameral legislative systems. (for example in 

the US). 

 authorisation (noun) – approval, sanction, 

permission, consent, clearance. 

 watchdog (noun) – a person or organization that 

monitors/inspects/supervises others’ 
activities/conducts.  inspector/supervisor, observer, 

ombudsman. 

 call for (phrasal verb) – require, publicly 

ask/necessitate, demand. 

 unchecked (adjective) – uncontrolled, 

unconstrained, unrestricted. 

 Information Technology Act (noun) – it is an Act of 

the Indian Parliament notified on 17 October 2000. 

It is the primary law in India dealing with 

cybercrime and electronic commerce. 

 thereunder (adverb) – in agreement with the thing 

mentioned.  

 infringe (verb) – transgress, breach, contravene, 

disobey, break. 

 in the name of (phrase) – for the sake of, at the 

behest of. 

 sovereignty (noun) – Sovereignty means the 

independent authority of the State, not being 

subject to the control of any other State or external 

power; independent authority/control, self-

government, self-rule. 

 exempt (verb) – free from, not liable to, not subject 

to (an obligation); release, exclude. 

 dissuasive (adjective) – deterring, warning, 

discouraging, dissuading, cautionary. 

 deterrent (noun) – a person/thing that discourages 

an action and makes it difficult to do. 

 in sum (phrase) – in short, briefly, in a nutshell. 

 oversight (noun) – supervision, surveillance, 

superintendence, inspection.  

 in the interests of (phrase) – for the benefit of. 

 authoritarian (adjective) – oppressive, draconian, 

undemocratic, dictatorial, totalitarian. 

 moratorium (noun) – a temporary 

suspension/postponement of activity (for example; 

payment of a debt). 

 god speed (exclamation) – good fortune; success. 
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